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Quick Answer: OpenClaw is a genuinely impressive Al agent — it can manage your email, book
flights, write code, and automate workflows through WhatsApp and Telegram. It's also a
security nightmare. Researchers have found 42,000+ exposed instances, critical authentication
bypasses, prompt injection attacks that extract credentials in minutes, and a skill marketplace
with zero moderation where 26% of analyzed skills contained vulnerabilities. The localhost auth
bypass has been patched, but the architectural problems — broad permissions, unsolved
prompt injection, unaudited plugins — remain. If you understand VPS deployments, network
isolation, and credential rotation, you can experiment carefully on dedicated hardware with
throwaway accounts. If any of that sounds unfamiliar, wait for enterprise-grade alternatives that
are months away. Do not connect OpenClaw to financial accounts, health data, or client
systems under any circumstances.

= More on this topic: OpenClaw Setup Guide - Best Models for OpenClaw - OpenClaw vs
Commercial Agents - Local LLMs vs ChatGPT

Disclaimer: This guide is educational. It documents publicly known security issues and
community-recommended mitigations for OpenClaw. Following these steps reduces risk but
does not eliminate it. No setup is “perfectly secure” — OpenClaw’s own documentation says as
much. You assume all risk when running agentic Al software. This is not a certification of safety.

OpenClaw (formerly Clawdbot, then Moltbot) is the fastest-growing open-source project in
GitHub history. Over 145,000 stars. 20,000+ forks. Cloudflare’s stock jumped 20% because
OpenClaw recommends their tunneling service. Andrej Karpathy praised it publicly.

It's also been called “an absolute nightmare” by Cisco’s Al security research team, a “lethal
trifecta” of risk by Palo Alto Networks, and “info stealer malware in disguise” by Google’s VP of
security engineering.

Both things are true at once. This guide helps you understand the risks before you decide
whether to run it.
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What OpenClaw Actually Does

Strip away the hype and OpenClaw is three things:

1. A local gateway — a service running on your machine that maintains WebSocket connections
to messaging platforms (WhatsApp, Telegram, Signal, iMessage). Your conversation history
and credentials stay local.

2. An LLM backend — typically Claude (via Anthropic’s API), but also GPT-4, or local models
through Ollama. You own the agent layer. You rent the intelligence.

3. A skill/plugin system — 50+ bundled skills plus ClawHub, a community marketplace. Skills
give the agent hands: browser automation, file system access, shell commands, calendar
integration, email management.

The result is an Al assistant you message on WhatsApp that can triage your inbox, draft emails
in your voice, book flights, commit code to your repos, monitor prices, plan meals, and remember
everything across sessions.

The tagline is “Al that actually does things.” That's the value proposition and the core risk in five
words.

What “local-first” actually means

Local-first means the gateway runs on your machine. Your data stays on your machine. But
unless you're running a local model through Ollama, your prompts and conversations still travel
to Anthropic or OpenAl’s APIs for inference. You control the agent layer. The intelligence comes
from the cloud.

The Security Model

OpenClaw’s security model is opt-in, not built-in. The project’s own documentation states: “There
is no ‘perfectly secure’ setup.”

Here's how the security architecture works in practice:

Component Default State Risk

Gateway

T Trusts localhost connections Reverse proxies can bypass auth
authentication
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Component Default State Risk
Credential storage Plaintext in local config files Any file access = credential theft
. . All downloaded code treated as . .
Skill execution Supply chain attacks trivial
trusted
. . Agent has full host access unless you
Sandboxing Opt-in, not default .
configure otherwise
Prompt injection ) . .
Model-dependent No reliable solution exists
defense
Network exposure Depends on your setup Misconfiguration = public exposure

The fundamental tension: a useful agent needs broad permissions. Broad permissions create a
massive attack surface. OpenClaw’s creator Peter Steinberger has acknowledged this openly,
and the OpenClaw release included 34 security-related commits. But the architectural bind
remains.

As security researcher Jameson O'Reilly (DVULN) put it: “We've spent 20 years building security
boundaries around our systems. Agents require us to tear that down. The value proposition
requires punching holes through every boundary that security teams took decades to build.”

Known Vulnerabilities

These are documented, publicly disclosed issues. Some have been patched. The architectural
ones haven't, because they can’t be — they're inherent to how agentic Al works.

Localhost Authentication Bypass
Discovered by: Jameson O’Reilly, DVULN Status: Patched

The gateway’s authentication logic trusted all localhost connections by default. If you ran
OpenClaw behind a reverse proxy (a common deployment pattern), proxy traffic was treated as
local — no authentication required. Full access to credentials, conversation history, and
command execution.

O’Reilly scanned the internet and found hundreds of exposed instances. Of those examined
manually, at least eight were completely open: API keys visible, Telegram bot tokens exposed,
one instance had Signal configured on a public server.
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A broader scan by security firm Slowmist found that an authentication bypass made several
hundred API keys and private conversation histories accessible to anyone who knew where to
look.

A separate analysis found 42,000+ publicly exposed instances, with 5,194 actively verified as
vulnerable. Of those, 93.4% had critical authentication bypass vulnerabilities enabling
unauthenticated access to the gateway control plane, with potential for remote code execution.

Prompt Injection via Email/Messages
Demonstrated by: Matt Vukoule Status: Unsolved (architectural)

Vukoule sent a single crafted email to an OpenClaw instance with email integration enabled.
Using prompt injection — hidden instructions embedded in the email content — he extracted a
private key and gained control in under 5 minutes.

This works because LLMs cannot reliably distinguish instructions from content. If OpenClaw
reads an incoming WhatsApp message, email, or any external text that contains hidden
instructions, the model may follow them. It could forward your credentials, execute a shell
command, or exfiltrate data — and you'd never see it happen.

No one has solved prompt injection. OpenClaw’s docs recommend using Anthropic’s Claude
Opus 4.5 because it’s “quite good at recognizing prompt injections,” but “quite good” is not
“reliable.” Smaller or cheaper models are significantly more vulnerable.

ClawHub Supply Chain Attacks

Demonstrated by: Jameson O'Reilly, DVULN Status: Partially addressed, fundamental risk
remains

O'Reilly uploaded a benign skill to ClawHub (OpenClaw’s plugin marketplace), artificially inflated
the download count to 4,000, and watched developers from seven different countries install it
within hours. The skill did nothing malicious — but it could have.

ClawHub had zero moderation process at launch. The developer notes literally stated: “All
downloaded code will be treated as trusted code.”

A broader analysis of 31,000 agent skills found that 26% contained at least one vulnerability.
The most severe findings included active data exfiltration — skills that silently send your data to
external servers via curl commands, with no user notification.

Every plugin runs with whatever permissions you've granted the agent. One malicious update to
a popular skill and your personal Al assistant becomes an exfiltration tool.
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Cross-Site WebSocket Hijacking
Status: Patched

The gateway server didn't validate WebSocket origin headers, meaning any website could
establish a connection. A malicious webpage could retrieve an auth token, open a WebSocket,
disable sandboxing, and achieve remote code execution — all from a browser tab.

Additional CVEs

OpenClaw deployments using mcp-remote are exposed to CVE-2025-6514, a command-
injection RCE vulnerability. Without isolation, a successful injection means full host compromise.

Essential Security Measures

If you're going to run OpenClaw despite the risks, these measures reduce (but do not eliminate)
your attack surface.

Run on Dedicated Hardware or a VM

Do not run OpenClaw on your daily-driver machine. Use a dedicated Mac Mini, a spare laptop, or
a virtual machine. If the agent is compromised, the blast radius stays contained.

At minimum, run it in a hardened Docker container:

+ Non-root user inside the container

* Read-only filesystem

* Drop all unnecessary Linux capabilities

« Strict, explicit volume mounts (don't mount your entire home directory)

* Restrict outbound network access to only required domains

Use Throwaway Accounts for Testing

Create dedicated email addresses, messaging accounts, and API keys specifically for OpenClaw.
Do not connect your primary accounts while you're evaluating it.

If you decide to connect real accounts later, you'll do so with full awareness of what you're
exposing.
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Set Up Cloudflare Tunnel

If OpenClaw needs to communicate with the outside world (webhooks, messaging platform
callbacks), do not expose your home network directly. Cloudflare Tunnel creates a secure bridge
between your local machine and the internet without opening ports on your router.

This is why Cloudflare’s stock moved — the OpenClaw community adopted tunnels almost
universally. It's the right call. Direct port forwarding with an Al agent that has shell access is
asking for trouble.

Rotate Credentials Regularly

OpenClaw stores credentials in plaintext local config files. Assume they can be compromised.
Rotate API keys on a schedule — weekly if you're actively using it, immediately if anything looks
suspicious.

Use a credential management service (like Composio Managed Auth) to route integrations so

the agent never handles raw tokens directly.

Network Isolation

Restrict the agent’s network access to only the domains it actually needs. Block everything else
at the firewall level. If OpenClaw only needs to reach the Anthropic APl and your email provider,
those should be the only allowed outbound connections.

Disable Unnecessary Skills

Every enabled skill is an attack surface. Start with the minimum set you actually need. Disable
browser automation, shell commands, and file system access unless you have a specific use
case that requires them.

The high-risk tools to limit or allowlist:

+ exec (shell command execution)
* browser (web browsing/automation)
+ web_fetch / web_search (outbound HTTP)

« file_read / file_write (filesystem access)

Keep It Updated

The project is actively patched — 34 security commits in the OpenClaw release alone. Run the
latest version. Check the changelog before updating to understand what changed.
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What NOT to Connect

Some integrations carry unacceptable risk regardless of your hardening measures:

Financial accounts. Banking, brokerage, cryptocurrency wallets, payment processors. A prompt
injection that initiates a transfer is irreversible.

Health data. Medical records, health apps, insurance portals. HIPAA violations aside, this data is
permanently sensitive and cannot be “un-leaked.”

Client communications. If you handle other people’s data professionally — legal, medical,
financial, consulting — connecting those systems to an agent with known architectural
vulnerabilities is a liability time bomb.

Production infrastructure. SSH keys to servers, cloud console access, Cl/CD pipelines. An agent
with shell access and your AWS credentials is one prompt injection away from a very bad day.

Password managers. Do not give OpenClaw access to your vault. The agent doesn’t need every
credential you own to be useful.

The Architectural Problem

The individual bugs get patched. The localhost bypass was fixed. The WebSocket hijacking was
fixed. But the architectural problems aren’t bugs — they’re features working as designed.

Prompt injection is unsolved

OpenClaw connects to your email, messaging apps, and social accounts. It reads incoming
content and acts on it. But LLMs process all text as potential instructions. A carefully crafted
WhatsApp message with hidden directives will be processed just like any other input. The model
may follow those instructions — forwarding credentials, executing commands, exfiltrating data.

This isn’t an OpenClaw-specific flaw. It’s intrinsic to how language models work. No one has a
reliable fix. Enterprises address it by restricting what content agents can access and what
actions they can take. OpenClaw'’s entire value proposition is doing the opposite.
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Agents need broad permissions by design

An agent that can't read your email, access your calendar, or execute commands isn’t useful. But
an agent that can do all of those things has the same capabilities as malware. The difference is
intent — and intent can be hijacked via prompt injection.

Palo Alto Networks called this the “lethal trifecta”: access to private data, exposure to untrusted
content, and the ability to perform external communications while retaining memory. All three
are core features, not bugs.

Running it safely defeats the purpose

As one security team noted: “A sandboxed assistant can't access your real email and calendar.”
The security-utility tradeoff is stark. The more you lock down OpenClaw, the less useful it
becomes. The more useful you make it, the more exposed you are.

Who Should Wait

Most people. If you need to ask whether OpenClaw is safe to run, the answer for you is “not yet.”

Specifically, wait if:

* You don’t know what a reverse proxy is or why it matters

* You can't explain the difference between localhost and 0.0.0.0
* You don't have dedicated hardware to isolate it

* You handle sensitive data professionally (legal, medical, financial)

* You want to connect it to accounts you can't afford to lose

+ You don't have a credential rotation process in place

Enterprise-grade alternatives are coming. VC-funded agentic Al companies are already shipping
products with professional security practices, audit logging, and managed credential handling.
Google’s Gemini integrations, for example, run inside Google’s security perimeter — the Al
accesses your Gmail without your API keys ever touching an open-source plugin.

The window between “OpenClaw proves this is possible” and “professional alternatives exist” is
measured in months, not years. Waiting is the rational choice for the vast majority of users.
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Who can experiment carefully

If you understand VPS deployments, network isolation, Docker hardening, and credential
management — and you're willing to use throwaway accounts on dedicated hardware —
OpenClaw offers a genuine glimpse of where personal Al is headed. The capabilities are real. A
user asked it to make a restaurant reservation; when OpenTable didn’t have availability,
OpenClaw found Al voice software, called the restaurant directly, and secured the reservation
over the phone. That kind of autonomous problem-solving is new and genuinely impressive.

Just know what you’re signing up for.

Bottom Line

OpenClaw is not malware. It's an ambitious, fast-moving open-source project built by a solo
developer who open-sourced a personal tool and watched it go viral. The capabilities are real —
autonomous task completion, multi-platform integration, persistent memory, creative problem-
solving.

The security posture is also real — and it's immature. 42,000+ exposed instances. Credential
theft in under 5 minutes via prompt injection. A plugin marketplace where a quarter of skills have
vulnerabilities. An architecture that fundamentally requires broad permissions to be useful.

If you run it:

1. Dedicated hardware or VM — never your daily machine

2. Throwaway accounts — not your real email, not your real credentials
3. Cloudflare Tunnel — never expose your network directly

4. Docker with hardening — non-root, read-only FS, restricted network
5. Minimal skills — disable everything you don't actively need

6. Rotate credentials — weekly at minimum, immediately if suspicious

7. Never connect financial, health, client, or production systems

If you don't run it: you’re making the smart call. Enterprise alternatives with proper security are
months away. The capabilities OpenClaw demonstrates are coming to products with audit
logging, managed auth, and actual security teams behind them. You'll lose nothing by waiting.

OpenClaw matters because it proved the demand for Al agents that actually do things. The
security story will catch up. It just hasn't yet.
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This guide reflects publicly available information as of February 2026. The project is evolving
rapidly. Check OpenClaw’s security documentation and GitHub issues for the latest patches
and advisories before making any deployment decisions.

Get notified when we publish new guides.

Subscribe — free, no spam

Source: https://insiderlim.com/guides/openclaw-security-guide/
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